ABSTRACT Connected objects to the Internet (computers, sensors, smartphones, and smart watches) are the part of daily life and their interconnection performs the Internet of Things (IoT) vision. IoT solutions are used in various domains, such as healthcare, industry, agriculture, and cities. IoT networks are often characterized by resource-constrained devices and sometimes deployed in hard to reach areas. In addition, an IoT network landscape may include a large number of heterogeneous devices. All these factors drive the need for adapted management solutions for IoT devices and networks. In order to guarantee the better use of IoT networks, effective and automatic management is necessary. This paper studies different solutions for IoT networks and devices management identifying their characteristics and technical challenges. Important requirements like security, context-aware, and a standard model for messages exchange have not been completely explored. Thus, these most relevant features are used to propose and deploy a new IoT management platform with a friendly user's interface, called management for devices and networks in IoT (M4DN.IoT). The solution is evaluated, demonstrated, validated, and it is under use.
services. A typical scenario involving those entities include end devices collecting data from an environment (e.g., temperature, luminosity, movement) and reporting it to a supervision entity (hosted by an IoT platform and service provider) via different communication technologies and gateways. IoT applications generate many research challenges and business opportunities. It contributes to attract the attention from the community including academy, industry, and government. From about ten years ago, the number of IoT devices is greater than the worlds population. In 2017, the number of connected IoT devices was estimated about 20.35 billion [2] and this is expected to evolve in the near future.
Moreover, an IoT network typically includes a number of devices with constrained resources (power, processing, memory, among others) and some of those devices may be massively deployed over large areas like smart cities, industrial plants, whereas others may be deployed in hardto-reach areas like pipelines hazardous zones, or even in hostile environments like war zones. Therefore, the efficient management of IoT networks requires considering both the constraints of low power IoT devices and the deployment complexity of the underlying communication infrastructure. IoT landscape is depicted by an increasing number of connected devices characterized by their heterogeneity and the presence of resources constrained networks. To ensure correct functioning of those connected devices, they must be remotely accessed to configure, monitoring their status, and so forth. Traditional management solutions cannot be used for low power devices network given their resources limitation and scalability issues [3] . Therefore, an efficient and autonomic management of IoT networks is needed. Developing an IoT network management solution is not an easy task because the intrinsic constraints of IoT networks (architecture, technologies, physical layer).
Indeed, it is necessary to take into account several elements such as scalability, interoperability, energy efficiency, topology control, Quality of Service (QoS), fault tolerance, and security [4] . The security, context-aware, and the standard model of messages still in an early stage and should be resolved in a new management platform. Therefore, this work proposes a platform for IoT networks and devices management, called M4DN.IoT (Management for Device and Network in Internet of Things). This solution integrates and controls the individual functionalities of the devices in an IoT network as well as the status and characteristics of this network. M4DN. IoT defines a management structure in two scopes: local management, where the platform runs in the same environment as the devices, and remote management, where the platform controls the devices in different networks.
The structure of the platform is expandable, allowing the addition of new types of network devices or applications. In addition, the platform provides standard web services, such as device discovery, data storage, and user authorities, which are basic requirements for creating IoT applications. Then, the main contributions of this paper are the following:
-A review of the most relevant IoT Management protocols and platforms.
-A performance evaluation study of IoT Network Management protocols and management platforms.
-Proposal of a new IoT Management platform and the corresponding demonstration and validation.
The rest of the paper is organized as follows. Section II elaborates on the related work concerning IoT network management protocols and platforms. Section III details the configuration of the deployed real environment and the performance evaluation study of IoT management platforms to propose and create a new IoT management platform. The architecture and requirements analysis of the new IoT management platform (M4DN.IoT) is proposed and detailed in Section IV. In addition, the performance evaluation, demonstration, and validation of the created platform is presented. Section V concludes the paper and suggests future works on the topic.
II. RELATED WORK
Due to the increasing number of network devices (sensors, routers, switches, printers, cameras, mobile phones) and their heterogeneity, network management has become an important task. Indeed, network management provides a way to i) analyze network performance, ii) monitoring network devices, and iii) execute operations on the network such as software management (firmware update, bug fix, and others), routing, security management, and load balancing [5] .
In the literature there are several management platforms for IoT. These platforms have layers of software that hide from developers the complexities and heterogeneity of hardware, network protocols, operating system platforms and dependencies [6] . They also make it easier to manage resources and increase the predictability of application execution. These platforms deal with dynamic adaptation, context science, and the interaction between IoT networks [7] . Interoperability between devices is an important key requirements of management platforms.
The RestThing platforms [8] , EcoDiF [9] , SmartThings [10] , Xively [11] , Carriots [12] , and IFTTT [13] abstracts the heterogeneity of users and applications. The RestThing platform enables developers to build applications using Representational State Transfer (REST), combining physical and technology resources, so that devices and Web information are handled by a REST interface. SmartThings and EcoDiF enable the integration and support of the connected devices with external Web Services. This communication can send notifications, SMS, and REST services. [14] stands out by presenting functionalities for infrastructure management and advanced data structures provided by DataStores (i.e., a conceptual site for information storage, management, and distribution) [15] and REST APIs [16] , which are used by remote management entities, such as network orchestrators [17] . The functionalities allow for proactivity in different aspects of infrastructure management, as traffic patterns, performance evaluation, and error diagnosis. OpenDaylight has advantages of providing a variety of network state information [14] , the definition of its architecture presents a series of restrictions regarding the definition of the internal communication interfaces between the controller applications, whose nature affects the practicality in the information supply due to the Big Data concepts stored in DataStores, using the REST API for external access. Therefore, this information requires an administrator user with in-depth knowledge of IoT networks to control the functions and requirements of each message.
The use of known protocols aims to facilitate the integration of the IoT platform with other systems. Ning et al. [18] proposed a management system for RFID readers that use the SNMP protocol to control the server that gave them the tags. It also created RFID-MP (Radio Frequency IdentificationManaging Protocol), which manages communication with the RFID reader. Sehgal et al. [19] studied the use of IP management technologies (SNMP and NETCONF) in devices with limited resources. The authors note that SNMP uses the resources more efficiently answering to a processing request up to ten times faster than NETCONF [20] . CoMI is a YANG based protocols (NETCONF and RESTCONF) with the capability to manage constrained devices and networks [21] , [22] .
The main categories of IoT management are classiffied in i) IoT Network Management and ii) IoT Device Management. These categories use data collection, decisions, and/or actions for available devices in network management. This paper proposes a platform, called M4DN.IoT (a network and protocols management platform for IoT), that address all the points raised by supporting both context based management and enabling control within the scope of local and global management for IoT.
III. PERFORMANCE EVALUATION OF IoT MANAGEMENT PROTOCOLS AND PLATFORMS
A smart lighting environment [23] was used for running experimental scenarios with 10,000 users and the following performance metrics were considered: error percentage, packet size, and average response time. This scenario was running 30 times to capture the average metrics results according to the central limit theorem. The GET function is a message to request information from the devices. In the experiments, the users use OpenDayLight and OpenNMS to request GET messages with the start-up time of 1 second, 5s, 8s, 10s, and 15s, respectively, for SNMP and NETCONF protocols obtaining the results through the Apache JMeter Tool [24] . The results were collected and compared for a more viable platform for IoT network management.
A. EXPERIMENTAL SCENARIO
For Sethi and Sarangi [5] , an IoT structure is commonly organized into the perception layer, network layer, and the application or service layer. So, the created IoT environment considers i) M4DN.IoT Web Interface; ii) OpenDayLight backend platform; iii) gateway; and iv) humidity, temperature, and light sensors as given in Figure 2 . The defined network includes Momotes CC2650 sensors [25] integrated into the light pole using a low-power radio multi-protocol (2.4GHz) being responsible for the total control of the device and the communication defined by Contiki operating system that offers an isolation between the embedded software and the application software. The sensors provide control, information, and management using the CoAP application protocol. Vijay and Banga [26] uses an intelligent gateway with NETCONF/RESTCONF, therefore, the PAN coordinator (the CC2538 gateway [27] ) is used to channeling the messages of the mesh networks to the IPv6 or external network with a micro-controller using Contiki OS [28] .
The network is based on the reference architecture (RA) for wireless sensor networks [29] , using a standard (IEEE 802.15.4) at physical and data link layers, IPv6 over 6LoWPAN at the network layer to connect the sensors with the gateway, a routing protocol (RPL) and the COMAN protocols, i.e. CoAP (application protocol), for the monitoring and control of the connected devices [30] .
Each layer of the real prototype is responsible for a given function with the following characteristics: i) the M4DN.IoT platform is used for network management and IoT devices by computer or smartphone, ii) driver communication is responsible for providing management protocol information to IoT platforms, iii) device managers use the protocol determined to access device agent information, and iv) device agents deployed IoT (NETCONF and CoAP) management protocols for device and network information, and v) the Momote devices and Gateway using a standard (IEEE 802.15.4) at physical and data link layers as shown in Figure 3 .
B. PERFORMANCE EVALUATION OF AVAILABLE MANAGEMENT PLATFORMS FOR IoT
Usually, IoT management needs complex platforms that use network and devices protocols without a standard to support communication and integration of the connected equipment. Thus, the performance evaluation will be performed through of the metrics and characteristics to terminate the platform that support the protocols for most connected devices. Table1 summarizes the network protocols that are supported by platforms are presented below.
Among the protocols studied and the comparison between them, the IoT network management protocols NETCONF and SNMP were used in the development due to the simplicity of the packages solving the energy saving requirement and the high commercial adhesion of these protocols. Currently, COMAN protocol (CoAP) is used in M4DN.IoT because it is the standard protocol included in Contiki OS, but the CoMI protocol should be used in the future given its the advantage to support access to different devices and networks through RESTCONF and CoAP protocols for IoT management. Nevertheless, within other IoT management platforms available, OpenDayLight (ODL) provides some dynamic modules responsible for performing network and devices management that are contained in its controllers, such as SNMP, NETCONF, IoTDM (COMAN Protocol), CWMP, and others. So, OpenDayLight and OpenNMS platforms are chosen for performance evaluation in a real deployment. Figure 4 presents the OpenDayLight and OpenNMS platforms with an estimation of the user's percentage request errors occurred at different time intervals. It was observed that OpenDayLight platform, when considering different start-up times, using NETCONF and SNMP protocols, practically, do not have GET request errors. The OpenNMS platform obtains GET request errors in practically all the experiments. The reason for these request errors is due to GET messages collisions between users in the lowest time interval.
Thus, OpenDayLight is an IoT management platform with the best performance evaluation in comparison to OpenNMS regarding error percentage. Figure 5 shows the results of the average response time considering distinct time intervals for the relevant IoT Network Management Platforms. Based on the first scenario due to the IoT environment, it is necessary to have devices with the shortest response time in their management. In this scenario, it was observed that OpenDayLight has practically half of the response time compared to the first scenario using OpenNMS. For network management protocols, NETCONF presents a better performance for realtime environments due it has around third of the average response time lower than the SNMP protocol. Table 1 presents the measured packet size using the Wireshark tool of the GET network protocols messages for IoT network management platforms. Based on the observed results, it is concluded that OpenDayLight platform delivers GET requests with 58 bytes smaller than SNMP packet size in comparison to OpenNMS, because it has an overhead of the Checksum packet to guarantee the data delivery. Due to this requirement, low packets loss is observed and energy-saving to connected devices in IoT environments. Then, OpenDayLight is viable for being use as a base to deploy a new IoT management platform to manage big data, in real-time, with energy savings. Its disadvantages regarding security and friendly user interface can be solved in a new IoT management platform. Regarding security requirements, the network should support the following security aspects: identification/authentication, confidentiality, integrability, and undeniability. The Application layer presents some particulars to guarantee the security of the application, i.e., the standard Secure Sockets Layer (SSL).
IV. PROPOSAL OF AN IoT MANAGEMENT PLATFORM FOR NETWORKS AND DEVICES
The M4DN.IoT (Management for Devices and Networks in IoT) is a platform for managing the end devices (i.e., momote sensors, for example) and network elements (i.e., a gateway) that compose several IoT environments [32] . Scenarios of a residence security control, the management of a lighting solution, among others, can benefit from this application. The platform specifies data and an information model with the objective of creating a standard usage for applications, services, and devices communications. The device's status (on/off) and its identification (device Id) are features used in the information model for device management. On the other hand, the state and quality of the connections between network devices and the devices determine the information model for IoT network management. Also, for accessibility and integration with other systems, the platform makes use of industry-standard protocols and standards for data models, such as NETCONF, CoAP, and RESTfull API for performance evaluation in this IoT environment [33] - [35] .
A. REQUIREMENTS ANALYSIS
The M4DN.IoT is a network management platform and IoT devices capable for mapping and controlling the connected network and devices. The Unified Modeling Language (UML) notation will be used as a way to represent concepts of objects and relations of the application.
According to the IoT management survey [42], the system must perform network parameters assignment and query operations for devices through network protocols and devices such as NETCONF and CoAP. This interaction must be performed in a standardized way using the REST API service.
The user can view the data in a responsive Web platform, i.e., it is automatically re-weighted according to the equipment used. Platform access can be done on a local or remote network. The only requirement is to have access to the Internet and use a browser. The smart lighting scenario was used to manage and control through the proposed Web platform, called M4DN.IoT. This application can be used in a residential environment by turning on/off according to people present in the room and lighting available.
The activity Figure 6 describes the management actions that the user can perform on the M4DN.IoT platform.
1) ACTORS
a. User and connected devices.
2) PRECONDITION
a. The user must be logged and authorized from the system.
3) BASIC FLOW
a. The use case starts when the client accesses the system. b. By clicking on the connections, the system shows information about the status and quality of the link.
c. When you click on the gateway, the system displays information on the number of associated devices and the supported protocols.
d. When clicking on the device, the system shows device status information, amperage, voltage and IPv6 address. The user has the action of turn on/off the device.
e. The system sends a message of success or failure of the requested request and the use case ends.
4) POST-CONDITION
a. The network and connected devices must be managed.
The M4DN.IoT platform does not manage devices that do not support certain protocols (like NETCONF, OMA DM, and CoAP), but the development was performed in a modular way, i.e. end users can create a plug-in with the proposed protocol for managing others devices. The main problem is to VOLUME 7, 2019 create a modular platform with a friendly and responsive user interface in which any device connected to the network must be managed. The platform and device security requirements must be considered for development.
B. SYSTEM ARCHITECTURE
The protocols, platforms, and related technologies that composes the architecture described in this section can be seen in [31] . The M4DN.IoT platform was deployed in a prototype for the local or remote management subsystem [32] . The performance of the proposed solution was evaluated by employing them in the management of a public/ residential lighting scenario. The components considered in the platform were the communication patterns (REST API, NETCONF/RESTCONF, CoAP, among others) through OpenDayLIght platform thus standardizing the data for consumption of other platforms.
The layered architecture of the developed solution is shown in Figure 7 . The application layer composed by a responsive interface using the bootstrap frame-work, an AngularJS and NodeJS with the ODL platform. MongoDB NoSQL is the chosen database due to its characteristics of being a schema less database, i.e., with-out fixed schema that is an important feature to Big Data generated by connected devices. Both IoT management platforms provide the standard model (RESTfull API) to manage the equipment (using NETCONF and SNMP agents). Analyzing the characteristics of the devices and the fact that many asynchronous actions, the software was developed employing a modular approach based on events. 
C. SYSTEM ARCHITECTURE
The platform contains a user registration feature, Figure 8 allows user to perform a query and the registration of new users with the following information: Username, Password, and Email address, where all the information is mandatory.
This feature could be used or not in the platform, due the control user access is provided of the In.IoT middleware when integrated [37] . The prototype performs communication between components via management protocols. Thus, the sensors generate information as new entries in the database, and the platform can perform data queries to the inserted data. For example, when the light sensor reads a new value, the platform inserts that value into the database. The application, in turn, can read this value and use it to set its operating parameters. The User must register the Gateways that will be managed by the platform. When they are registered, the M4DN.IoT automatically finds all the devices interconnected through requests of the NETCONF or SNMP protocols thought OpenDayLight platform as a bridge. The goal of this modular and dynamic platform is to make the centralizing application fully capable of managing other devices, without making changes to the application. The M4DN.IoT platform obtains information of the IPv6 gateway and devices, protocols supported, in addition to other information. Another important requirement, shown in Figure 9 is the connection management between the gateway and the Momote, which are represented in the following colors: i) Green: successful connection status, ii) Yellow: status connection warning due to response delay of device, and iii) Red: Connection status failed. M4DN.IoT collects and stores the network information for the managed devices, such as Device Name, Valid IPv6 Address, Number of connected devices, and Protocols supported according to Figure 9 .
As may be seen in Figure 10 , the platform can manage devices located by the Gateway. The application can turn on/off a particular light or fan device. Other relevant information that can be obtained the sensors are: i) voltage, ii) amperage, and iii) the status that the device is on or off. This information can be observed by the Figure 10 .
In Figure 11 , it was observed that if we considered a priory the worst scenario with start-up in 0 seconds, M4DN.IoT obtained about 200 errors in user requests compared to ODL. This result is due to the amount of layer security and transport used, where in M4DN.IoT was developed the HTTPs and JSON Web Tokens (JWT) for Rest-Full API. Another negative point of ODL is that it does not have the HTTPs protocol developed so it is possible to obtain information with an external sniffer. Based on this survey [36] , it is concluded that security, context-aware, and the standard model of messages still in an early stage. These requirements have not been completely explored. Interoperability and heterogeneity are requirements that have been maintained from the ODL system and are therefore achievable at M4DN.IoT. Thus, M4DN.IoT was developed to resolved these requirements. In terms of the security, the HTTPs and JWT was development to guarantee the frontend and backend security respectively. By using these security technologies, it was eliminated a large part of the security header that the OpenDayLight project used. Thus, as seen in Figure 11 , the number of requests with errors were smaller in M4DN.IoT compared to OpenDayLight. Another resolved point was regarding context-aware, where the M4DN.IoT system performs the discovery and management of the gateway and connected devices automatically. All such communication and information use Rest API as a standard model of messages.
Currently, the platform is deployed together with the In.IoT middleware platform [37] in a modular way, that is, it can work together or not with the client's requesting middleware [38] .
V. CONCLUSION AND FUTURE WORKS
IoT networks experienced spectacular advance in recent years. This evolution is justified by the low cost of IoT devices and the emergence of new protocols and standards in low power wireless networks, and their promising use in a plethora of applications. This evolution of IoT was also motivated by the business impact of IoT in various domains of daily life. IoT networks performance is affected by resourceconstrained devices. Furthermore, an exponential number of connected devices and their inherent constraints (resources, material, and technical) motivate the need for efficient management of IoT networks.
This paper presented an overview of the protocols and approaches used for IoT devices and networks management where their motivation and technical challenges were identified. A comparative analysis of the studied approaches to choose the best technologies used to a new IoT network management platform was presented. NETCONF protocol and OpenDayLight platform were used as back-end technologies. This solution provides requirements for automatic IoT network management and a user-friendly interface that provide VOLUME 7, 2019 information about the network devices (i.e. IP Address, connection status, and protocols supported) and connected devices (i.e voltage, amperage, and on/off status). This platform can be used in any equipment (desktop computer, smartphone, and tablet) and its access is available in any location.
As future work, new security approaches to transmit data should be study, such as using elliptic curve cryptography (ECC). Moreover, the performance of this proposed platform (M4DN.IoT) should be evaluated in other IoT scenarios. 
